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Mdification One (1)

Contract DTFA-02-00-D-04923
Page 2 of 2

As a result of increased security at the Mike Monroney Aeronautical Center, this unilateral contract modification is issued to
incorporate the new and/or revised security procedures, effective May 1, 2000,

I Summary of changes:
Section H. Special Contract Requirements
1 Delete H.2 Security Investigation of Contractor Personnel (April 1998) in its entirety.

2, Clause H.8 Government-Issued Keys and Identification Cards (January 1997) is deleted in its entirety and
replaced by H.8 Government-Issned Keys and Identification Cards (April 2000).

Section L Contract Clauses
Clause 3-13-6 Security Requirements (February 2000) (Revised) is added to Section I — Contract Clauses,
I The total estimated value of the contract remains unchanged.

Except as provided herein, all terms and conditions of the document referenced in Itern 9A or 10A remains unchanged and in full
force and effect.

NOTE: VERTICLE BAR ON THE RIGHT HAND COLUMN INDICATES A REVISTION



e Memorandum

U5, Departrnent
ot Tromporanon
Federal Aviction
Administration

Ibjux  INFORMATION: Security Processing of New Dux:

Ta:

Employees

Managor, Investigations and internal Security Branch, Bwiyte  Shifey Avance
AMC-710 Am.of  405/954-3214
FAX: 405/954-0031

Directors, Staff Managars and Tenant Heads

Effactive May 1, 2000, the MMAC guard force will no longer accapt parsorinel security paperwark
from coniractar or Gavemment applicantt/employees. The paperwork along with the applicant's
apgplication for ID, must be given directiy 1a the Civil Aviation Secuyrity Division (AMGC-700) in ARB
building, room 124. Onca & has been determined that the paperwork and Informstion ane in
arder, AMC-700 will annotats the 1D appication and take it to the MMAC guards for processing.,
AMC-700 will also notify the Govemment organzation or contractor that the appiicant can
proceed with gatting the permanen 1D, decats, and kays,

if you have any questions, cantact Shidey Avance at x43214,

Lt Ll lonn X Tohineds)

Wilfam V. Ritchards



H.8 GOVERNMENT-ISSUED KEYS/IDENTIFICATION RADGES CLA.3403
AND VEHICLE DECALS (APRIL 2000) . - -

[a) It may become necessary for the Government to issue keys, ldentification {ID} cards or
vehicle decals to contractor personnel. Prior to or upen completion or termination of the work
required hereunder, the contractor shall return all such government issued items o the issuing
office with notification to the Contracting Officer Representative {CCR).

When contract employees who have been issued such items, either directly by the Government or
through the contract supervisor, no longer require them to perform the work, the Government issued
items shall be returned to the Government within three work days. Additionally, unautherized
duplication or use of such keys, ID cards or decals is a vieolation of security procedures and is
prohibited,

{b} In the event such keys, ID cards, or vehicle decals are not returned, the contractor
understands and agrees that the Government may, in addition to any other withholding provision of the
contract, withhold $200 for each key, ID card, or vehicle decal not returned. If the keys, ID cards,
or vehicle decals are not returned within 30 days from the date the withholding actieon was initiated,
any amount so’ withheld will be forfeited by the contractor.

{c) Access to aircraft ramp/hangar areas is authorized only to those persons displaying a
flightline identification ¢ard and, for vehicles, a current ramp permit fssued pursuant to Part 107
of the Federal Aviation Regulations.

[d} The Governmenti retains tha right to inspect, ipventory, or audit the ID cards, keys,
vehicle decals and RUSCARDS issued te the ¢ontractor in connection with the contract at the
convenience of the Government. Any items not accounted for to the satisfaction of the Government
shall be assumed to be lost and the provisions of paragraph (b) shall apply.

(e} Keys shall be obtained from the COR who will require the contractor to sign a receipt for
each key obtained. Lost keys or ldentification media shall immediately be reported concurrently to
the Contracting Qfficer (CO), COR, the Civil Aviation Security Division, AMC-700 and the Office of
Facility Management, AMP-300. RUSCARD keys shall be handled ln the same manner as metal keys.

(£} Each contract employee, during all times of on-site performance at the Mike Monroney
Asronautical Center, shall prominently display his/her current and valld identification card on the
front portion of their body between the neck and waist.

(1} Prior to any contracter personnel obtaining any pass or ID, the contractor shall
submit c¢omplete documentation required under AMS Clause
3.13-6 Security Requirements.

{2} Tao obtain the ID card each employee shall submit an Identifleatlion Card/Credential
Application, (DOT 168.,, =aigned by the employee and authorized by the CO or the GCOR. The DOT 1681
shall be submitted at the same time the personnel security investigation paperwork required by AMS
Clause 3.1i3~6, Security Requirements is submitted. The DOT 1681 shall contain, as a minimum, under
the “Credential Justification” heading, the name of the contractor/cempany, the contract number or
the appropriate acquisition ldentification number, the expiration date of the contract cor the task
{whichever 1s sooner), and the required signatures. This paperwork shall be submitted to the Civil
Aviation Security Div.sion, AMC~700 in the Airmen Records Building {ARB], Rm 124, by the contractor,
in a sealed envelope, either hand-carried by the contractor or sent via U.S5. Mail to: FAR, Civil
Aviation Security Division, AMC-700, P.0Q. Box 25082, Oklzhoma City, OK 73125. The contractor will
be notified when the DOT 168l has been approved and is ready for processing by the Aeronautical
Center guards ln the Headquarters Building, Room 151. Arrangements for processing the Identification
Cards, including phetographs and lamination, can be made by contaeting the Aeronautical Center
security guards at 405-954-4620.

{3) The contractor’s project manager shall receive and sign for each ID card lssued on
the reverse of the DOT 1681, The DOT 16Bl1 will be retained by the Government for accountability
purposes. .

{g} The contractor is responsible for ensuring final clearance is accomplished for all
departing contact employees. Final clearance will be accomplished by close of business the final
work-day of the contract employee or the next day under special conditions. Aeronautical Center Form
AC 3370-2, Contract Employee Clearance Form will be completed by the contractor and copies will be
distributed to the COR, CO, and AMC-700 after completion.




3.13-6 Security Redquirements (February 2000) ({(Revised)

{a) This clause applies to the extent that this contract requires
contractor employees, subcontractors, or consultants to have access to: (1)
FAR facilities, (2) classified information, (3} sensitive information, and/or
resources regardless of the location where such access occurs.

{b} Consistent with FAA Security Policy, the FAA Servicing Security
Element (SSE) has designated risk levels for the fellowing positions under
the contract:

(i) Consistent with FAA Security Policy, the FAA Servicing Security
Element (SSE) has designated risk levels for all support positions under this

contract as either. The FAA Servicing Security Elemant (SSE) has designated
risk levels for all support positions under this contract as Level I.
Specific information for each labor category is located in the contract file,
{¢) Not later than 30 days after contract award (or date of modification,
if this provision is included by modification to an existing contract), for
each employee in a listed position, the contractor shall submit the following
documentation to the S5E for an employment suitability determination.

—Standard Form (3F) B5P, Questionnaire for Public Trust
Positions, revised September 1995. The SF 85P shall be completed (all
questions answered) in accordance with the instruction sheet.

-One single sheet fingerprint chart {FD-258). Fingerprinting
facilities are available through the SSE and leacal police department. All
fingerprint charts shall be written in ink or typewritten with all answerable
question blocks completed, and shall be signed and dated within the 60 day
period preceding the submission.

The type of investigation conducted will be determined by the
position risk level designation for all duties, functions, and/or tasks
performed and shall serve as the basis for granting a favorabliz employment
suitability authorization as consistent with FAA Security Policy. If an
employee has had a previous background investigation completed by a federal
Government entity, which meets the regquirements of the FAA Security Policy,
it shall be accepted by the FAA, however, the FAA reserves the right to
conduct further investigations, if necessary. For e=ach employee for which a
previous background investigation was completed the Contractor shall provide,
in writing to the S5SE, the name, date of birth and social security number of
the employee as well as the name of the investigating entity and approximate
date the previous background investigation was completed.

The contractor shall submit the regquired information with a transmittal
letter referencing the contract number and this request to: '
Headquarters Contracts:
Manager, Investigations Division, ACO-300
Qffice of Civil Aviation Security
800 Independence Ave. SW
Washington, D.C. 20591
Mike Monroney Aeronautical Center Contracts:
' Mgr., Investigations and Intermal Security Branch, AMC-700
Federal Aviation Administration
6500 3. MacArthur Blwvd.
Oklahoma City, OK 73169

The transmittal letter shall alsoc include a list of the names of employees
and their positions for which completed forms were submitted to the SSE
pursuant to Section {c) of this Clause. A copy of the transmittal letter
shall also be provided to the Contracting Officer.




{d) The contractor shall submit the information required by Section {(c)
of this Clause for any new employee not listed in the Contractor’s Anitial
thirty (30) day submission who is hired into any position identified in
Section (b) of this Clause. -

(e} No contractor employee shall work in a high, moderate, or low risk
position unless the SSE has received all forms necessary to conduct any
required investigation and has granted its approval. However, if this
provision is added by modification to an existing contract, employees
performing in the positions listed above may continue work on the contract
pending the submittal of necessary forms, if any, and completicn of a
suitability investigation by the SSE, subject to the following conditions:

Any restricted access to a secured areas or to sensitive information
shall be in accordance with the current contract or task statement of work
(sow) or perfarmance work statement (pws)}.

(£} The Contractor shall submit monthly reports providing the following
informaticon to the Contracting Officer with a copy to the SSE and the COTR on
or before the fifth day following each report period: (1) A
complete listing by full name in alphabetical order with the date of birth
and social security number, of all contractor persconnel who worked at an FAA
facility anytime during the report month (date of birth and social security
number shall be omitted from CO and COTR copies of report(s)}. Also, include
those employees on furlough or not working at a FAA facility who still hold
the FAA facility's keys or badges.

’ {2} The list shall show the shift(s) worked by that person and
FARA facility location of that person's work site (i.e., building, room, area,
ete.}.

(g) The Contractor shall notify the SSE within one (1) day after any
employee identified pursuant to Section (b} of this Clause is terminated from
employment.

{h) The Contracting Officer may also, after coordination with the SSE
and other security specialists, require contractor employees to submit any
other security information (including fingerprinting) deemed necessary to
protect the interests of the FAA. In this event, the Contractor shall
provide, or cause each >f its employees to provide such security information
to the 55E, and the same transmittal letter requirements of Section (c) of
this Clause shall apply.

(1) Failure to submit information required by this clause within the
time reguired is a material breach of the contract.

(§) If subsequent to the effective date of this contract, the security
classification or security requirements under this contract are changed by
the Government and if the changes cause an increase or decrease in security
costs or otherwise affect any cther term or condition of this contract, the
contract shall be subdject to an equitable adjustment as if the changes were
directed under the Changes clause of this contract.

(k) The contractor agrees to insert terms that conform substantially to
the language of this clause, including this paragraph (k) but execluding any
reference to the Changes clause of this contract, in all subcontracts under
this contract that involve access as stated in paragraph (a).

(End of Clause)




